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Abstract—Dala is a novel capability-based programming model
that ensures data-race freedom while also supporting efficient
inter-thread communication. While Dala has been designed to
inform the design of future programming languages, the question
arises whether existing languages can be retrofitted with Dala
capabilities. We report such a design called JDala. In JDala, Dala
capabilities are added to Java using annotations and interpreted
using bytecode instrumentation. With some examples we demon-
strate that by adding three simple annotations to the language,
we can avoid concurrency bugs like deadlocks and unexpected
program behaviour resulting from shallow immutability of Java
standard library APIs.
JDala demo: https://youtu.be/QddK1q35h-U

Index Terms—object capabilities, java, instrumentation, con-
currency, immutability

I. INTRODUCTION

Concurrent programming is ubiquitous today, driven by
hardware advancements and software demands, but prone
to subtle errors that often pass undetected and cause un-
expected behaviour [28], [30], [37]. Mainstream program-
ming languages—especially those with shared-memory con-
currency—leave developers vulnerable to concurrency bugs
such as data races, race conditions, and deadlocks, which are
notoriously difficult to detect, reproduce, and debug. Dala [14],
[38] is a simple, novel model of object-oriented capabilities
with dynamic enforcement. Dala allows parts of a program’s
state to be protected from mutation (imm), concurrent access
across threads (local), or aliased references (iso), thereby
helping inhibit data races and related errors. These three
capability flavours enforce constraints: immutability prohibits
state change, isolation ensures thread exclusivity and non-
aliasing, and locality guarantees thread affinity. Violations of
these constraints are detected dynamically and halted with
informative errors, enabling a fail-fast programming style [39]
that improves safety and ability to debug. Work on Dala
has been based on extensions to the Grace programming
language [1], a simple, educational language designed with
minimal concepts. This prior work has not addressed how
the model might be applied to existing, complex, production-
oriented languages with real-world concurrency requirements.
JDala is an attempt to augment Java with Dala capabilities: to
allow Java objects to be given one of the Dala flavours, and
to detect and report violations of their constraints at run time.
Unlike static approaches such as Rust’s affine type system or
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Pony’s actor-based isolation, JDala uses lightweight annota-
tions and bytecode instrumentation to retroactively enforce ca-
pability restrictions within standard Java programs. With only
three core annotations, Java developers can sidestep common
concurrency pitfalls—such as unsafe aliasing or illegal thread-
sharing—while retaining the structure and familiarity of the
Java ecosystem. JDala lets the program execute until a visible
error occurs, then prevents the effects of that error from prop-
agating further. This fail-fast behaviour assists developers in
debugging and prevents concurrency bugs, like race conditions
or misuse of immutability, from corrupting the run-time state
of the program.

An alternative to implement Dala in Java would have been
the use of a pluggable types system like JavaCOP [32] or
the checkerframework [13]. In particular for the checkerframe-
work, several checkers similar to Dala (e.g. immutability)
already exist. Rules are enforced statically, i.e. at compile
time. A drawback is the handling of dynamic programming
patterns like reflection that are pervasive in Java [41] and
notorious difficult to model by static analyses [12], [29],
resulting in unsoundness or false alerts (if the analysis over-
approximates dynamic language features, e.g. by considering
all objects returned by Method::invoke as immutable).
JDala’s dynamic approach can avoid this, although at the cost
of runtime overhead.

The contributions of this paper are: (1) A design for JDala,
adding Dala capabilities to Java. (2) A prototype implementa-
tion of JDala using annotations and bytecode instrumentation.
(3) Examples of how JDala can avoid common bugs.

II. RELATED WORK

Concurrent programming is hard [26], [33] because con-
current programs do two or more things at the same time.
Even if one thread of execution is perfectly correct, another
thread can interfere with its behaviour corrupting data, trig-
gering deadlock, or crashing the whole system [15]. The most
important kind of interference between threads are data races
— when one thread writes to shared memory that another
thread is reading or writing. The problem with data races
is that values stored into memory, and the values returned
by any reads, may be essentially arbitrary, depending on the
semantics of the particular language, its implementation, and
even the underlying CPU and memory architecture. This is
exacerbated because concurrent programs are typically written
in low-level languages such as C, C++, BLISS-32, or Swift,
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which provide few correctness guarantees, making it easy to
write wrong concurrent programs [19], [30].

A range of programming techniques has been developed
avoid these problems [26], [33], aiming to provide safe con-
currency where data races are prevented either by the design
of the programming language itself or its associated tools.
Unfortunately, while concurrent programming is hard, safe
concurrent programming language design turns out to be even
harder [3], [23].

While full-scale proof systems [10], [11], [20], [22], [27],
[42], [43] can guarantee correctness for programs in almost
any languages, they are too specialised for developers to use
in practice [16], [25].

Contemporary static programming languages such as Rust
[23], Pony [6], Encore [3], Obsidian [7], and Verona [4] have
demonstrated the efficacy of static ownership [5], [21] to
ensure concurrent programs are safe: Rust in particular has
been adopted by Microsoft [18], [24]. By keeping track of
each object’s ownership, these languages can determine when
an object may be used, when it may be changed, and the
effects those changes can have on the rest of the program.

On the other hand, dynamically concurrent languages like
JavaScript [34], E [36], and AmbientTalk [9] support simple,
concurrency-safe programming by design, ruling out whole
classes of bugs. Programmers don’t need to annotate their
code (an input stream could be just declared as “in”) mak-
ing programs easier to read and write. Unfortunately, these
kinds of dynamic approaches achieve safety and simplicity
by sacrificing performance, in particular by banning efficient
communication between concurrent threads.

In contemporary industrial software development, a range
of techniques for dynamic race detection are used in prac-
tice across a range of programming languages [17]. Go, for
example, which includes syntax and implementation support
designed to encourage the use of many lightweight threads,
recommends the use of a race detector [8]. The issue with
race detectors is that they detect (potential) data races — they
don’t explain why a particular data race occurs.

In many ways the approach closest to Dala is a concurrent
proposal for Python, also based on dynamic ownership check-
ing to maintain an explicit relationship between objects and
the threads that can access them [40]. This proposal, Lungfish,
organises objects in regions based on their ownership. Lungfish
supports equivalents of Dala’s immutable, isolated, and shared
objects, along with a fourth category, “cowns” (pronounced
“cones”) for objects guarded by a lock.

III. MOTIVATING EXAMPLES

A. Immutable Sorted Lists

Consider the following code in Listing 1 1.
This code attempts to create an unmodifiable

1The full source code of the examples used here can be found in the
project repository: https://github.com/jensdietrich/jdala/blob/main/jdala-core/
src/test/java/nz/ac/wgtn/ecs/jdala/realWorldExamples/. Examples are written
as unit tests with oracles illustrating their behaviour with and without JDala
instrumentation.

sorted list of Person instances. However, while
Collections::unmodifiableList makes the list
immutable, the objects within the list can still be mutated,
including changes to the name property used as a sort
key. Once such mutations have taken place, it is no longer
guaranteed that the members of the list are sorted by
name, and an application that incorrectly relies on such an
assumption may exhibit unexpected behaviour.

1 List<Person> people = .. ;
2 Collections.sort(people,
3 Comparator.comparing(Person::getName));
4 Collections.unmodifiableList(people);
5 for (Person p:people) System.out.println(p);

Listing 1. Erroneous Attempt to Make a Sorted List Immutable

In JDala, this can be prevented by annotating the respec-
tive list as @Immutable. This is shown in Listing 2, line
4. In contrast to Collections::unmodifiableList,
immutability is now deep, i.e. it also applies to all objects
within the list. This is enforced dynamically (i.e. at runtime) by
intercepting attempts to change the state of objects in the list.
Attempts to change the state of immutable objects are signalled
with a DalaCapabilityViolationException.

1 List<Person> people = .. ;
2 Collections.sort(people,
3 Comparator.comparing(Person::getName));
4 @Immutable immutPeople=people;
5 ..

Listing 2. Make a Sorted List Immutable with JDala

In the sorted list example, calls to Person::setName
(which writes to the Person::name field) will now result
in a runtime exception. This is fail-fast behaviour [39], i.e.
unexpected behaviour is avoided by producing an informative
error signal at the point where the issue occurs.

B. Deadlock Prevention

Consider Listing 3. This is a simple method for transfer-
ring money between two accounts. To ensure that sufficient
funds are available, the respective accounts are locked using
the synchronized keyword. However, if an application
encounters a situation in which money has to be transferred
within a short time window between two accounts in both
directions, a deadlock can occur causing the application to
stall 2.

1 void transfer(Account from, Account to, double amount) {
2 synchronized (from) {
3 from.withdraw(amount);
4 Thread.sleep(1_000); // to simulate database write(s)
5 synchronized (to) to.deposit(amount);
6 }}
7 ..
8 ThreadPoolExecutor tpool = .. ;
9 @Local Account acc1,acc2 ..;

10 Future f1 = tpool.submit(() -> transfer(acc1, acc2, 50));
11 Future f2 = tpool.submit(() -> transfer(acc2, acc1, 80));

Listing 3. Money transfer implementation prone to deadlock

2In the full example code, this is illustrated by using a timeout oracle. The
deadlock can be observed with a JMX client like VisualVM.
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By running this program with the JDala agent and annotat-
ing the accounts with @Local, the deadlock can be prevented.
The instrumented program immediately fails with a JDala ex-
ception (wrapped in the ExecutionException referenced
by the future instances) indicating that the Account instances
are associated with the main thread, but used in different
(thread pool) threads.

IV. THE DESIGN OF JDALA

A. Capabilities as Annotations

In JDala, the Dala capabilities imm, iso and local are
represented using the three annotation types @Immutable,
@Isolated and @Local, respectively. Global data struc-
tures (maps that are static members of the JDala class) are
used to track objects with the respective capabilities.

Since in Java objects cannot be annotated directly, the
association between objects and object capabilities is achieved
by annotating local variables pointing to objects. This is
illustrated in Listing 4. In line 1, the newly created List
instance is marked as immutable. A second list created in line
2 is not marked as immutable at the allocation site, but later.
This is achieved by an assignment to the annotated variable
list3.

1 @Immutable List list = new ArrayList();
2 List list2 = new ArrayList();
3 @Immutable List list3 = list2;

Listing 4. Associating objects with capabilities

B. Enforcing the Semantics of Capabilities

The semantics of the respective capabilities are implemented
using instrumentation that injects code to enforce them. JDala
uses ASM [2] for this purpose, and the project builds an
agent that can then be attached to any Java application either
statically (using the -javaagent argument) or dynamically.
The instrumentation controls the heap of an instrumented
application by maintaining safe objects 3 in global data
structures, and intercepting and checking bytecode instructions
reading and writing fields (i.e. traversing and manipulating the
heap). Instructions for reference type fields, special instruc-
tions for fields with one of the various Java primitive types,
and instructions to access array slots are all instrumented.

The injected code broadly falls into two categories: regis-
tration and enforcement. When annotated references to objects
are encountered, the corresponding objects are registered as
immutable, local or isolated in static maps maintained by
the JDala class. In case of immutability, referenced ob-
jects are registered as immutable as well. For this purpose,
a simple reflection-based heap traversal is performed on
the object to be registered as immutable. If already regis-
tered objects are re-registered with a weaker capability 4,
a DalaRestrictionException is raised. This func-
tionality is implemented in various JDala::register*
methods.

3Safe objects are objects annotated using either @Immutable,
@Isolated or @Local, all other objects are referred to as unsafe objects.

4The capabilities considered here form a hierarchy, see [14] for details.

When fields of registered objects are accessed, the injected
code invokes check methods JDala::validate* to en-
force the capability contract. Violations are signalled by raising
a DalaCapabilityViolationException exception.

C. Object vs Class-Based Capabilities

JDala provides two mechanisms to define the capabilities.
The primary method uses the object-level annotations dis-
cussed in Section IV-A. This method assigns a capability to an
object when a variable pointing to it is annotated. Any future
objects that are stored in the local variable after the object that
has been annotated must once again have an annotation present
to be assigned a capability or they will be considered unsafe.
Once an object has been assigned a capability, it retains that
capability—or a stricter one—for its entire lifetime.

A secondary mechanism applies only to
@Immutable capabilities and involves defining
immutable classes globally. Classes listed in
resources/immutable-classes.txt are
automatically treated as immutable. This approach is
suitable for Java classes that are intrinsically immutable, such
as String, Boolean, Integer, and Byte. Note that all
primitive types are treated as @Immutable by default.

Recognizing these classes as @Immutable is essential,
as it enables them to be safely included within @Local
or @Isolated objects without requiring explicit annota-
tion. Without this class-wide designation, such intrinsically
immutable types—despite their known immutability —would
otherwise be treated as unsafe, potentially restricting their use
in contexts where immutability is a requirement.

D. Object Initialisation Protocol

Constructors provide two unique challenges. The first is
caused by a Java bytecode optimisation that allows object
fields to be set before an object’s constructor is called. This
isn’t allowed in Java source code 5 However, compilers can
still generate such bytecode. At this early stage in the construc-
tor, the object has not yet completed initialisation and does not
fully extend Object. In the Java bytecode, this incomplete
state is represented using the special UninitializedThis
value instead of the standard this reference. As a result, it
cannot yet be treated as a fully valid object, which complicates
instrumentation and capability tracking during construction.
To deal with this special case, JDala’s instrumentation checks
whether field access occurs in a constructor, and if so will
temporary store values to be checked in local variables. As
soon as the super-constructor is called, JDala will perform all
of the validation checks at once for those values. This means
that in some cases the line numbers in stack traces in JDala
exceptions created when those checks fail might be off by a
few lines.

The second challenge is related to immutable classes. Unlike
annotated objects, which are registered as immutable only
after their construction, globally defined immutable classes

5Except JEP447 (https://openjdk.org/jeps/447) which allows statements
before super(...), JEP447 is current at preview stage.
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are considered immutable by default and are therefore sub-
ject to capability enforcement from the outset. This creates
a complication: during construction, these classes must be
allowed to modify their internal state, but doing so must not
compromise the overall soundness of the system, particularly
with respect to other objects accessed within the constructor.
To address this, JDala introduces a targeted exception to its
enforcement rules: it permits an object to modify its own fields
within its own constructor, regardless of whether it is marked
as @Immutable. This exemption allows immutable objects
to be initialized correctly while preserving capability safety
for interactions with other objects during construction.

E. Static Fields

Static fields are shared across all instances of a class and
are therefore considered class-level, rather than object-level.
Modifications to static fields are not captured by JDala’s object
instrumentation.

F. Memory Leak Prevention

A key implication of using global data structures for ca-
pability tracking is the potential for memory leaks. Because
references are stored in maps accessed through static variables,
those objects may become eligible for garbage collection.
To mitigate this, weak references are employed within these
collections, allowing unused objects to be reclaimed by the
JVM’s garbage collector when no strong references remain.

G. Reflection Support

Java reflection can be used to bypass conventional field
access patterns, posing a challenge to capability enforcement.
To address this, JDala instruments the Field::get and
Field::set methods. This ensures that field modifications
performed via reflection still trigger the appropriate capability
checks.

There are other dynamic programming patterns that could
be used to bypass the capability contracts. In particular, JDala
does not currently restrict the use of Unsafe [35]. However,
direct use of Unsafe by applications is discouraged and
restricted in newer versions of Java.

H. Modelling the Transfer of @Isolated objects

Dala allows for isolated objects to be transferred between
threads. Any isolated object that moves from one thread to
another will lose its affiliation with the first thread. This
principle can be recreated in Java by setting a reference to
null after an object has moved. This could lead to a non-
descriptive NullPointerException later in the code.

For @Isolated objects JDala allows multiple references
to exist in one thread, with checks being performed that the
object remains in its associated thread. @Isolated objects
are initially associated with the thread they were created in.
For transferring an @Isolated object to a new thread a
dedicated portal object must be used. Portal object proto-
cols have to be defined by specifying methods for objects
to enter the portal (therefore being disconnected from the

current thread) and methods to exit the portal (therefore
becoming associated with the current thread). While it is
possible to define portal objects by annotating them, with
properties to define the respective enter and exit methods,
we deemed this too complex. Most transfers follow pat-
terns where portal objects are instances of dedicated portal
classes like blocking queues. These classes are defined in
the resource portal-classes.json, a classical exam-
ple is java.util.concurrent.BlockingQueue with
put/offer/add entry and poll/take/remove exit
methods. Defining a particular type as a portal also applies
to its subtypes.

If an isolated object enters a portal it goes into a transfer
state. In this state the object cannot be accessed 6 by any
thread. The object can then leave the portal via one of the
predefined exit methods and at this point, it leaves the transfer
state and becomes owned by the thread invoking the exit
method.

I. Instrumentation Scope and Shading

Common challenges when building agents are self-
instrumentation and instrumentation of internal utility classes,
such as the data structures used to track capability-annotated
objects. Instrumenting these classes directly could result in
unintended recursive instrumentation cycles, potentially com-
promising runtime stability. To address this, JDala uses shad-
ing to incorporate private, namespaced copies of org.json,
org.plumelib.util, and a concurrency map wrapper
from java.util.Collections. These shaded versions
are explicitly excluded from instrumentation. To maintain
soundness, these shaded classes are to be used exclusively
by JDala classes and should not be accessed by other parts of
the application.

In addition, several --add-opens flags have been in-
troduced to the project’s Maven configuration. These flags
explicitly grant reflective access to internal Java platform
modules that are otherwise inaccessible under the Java Mod-
ule System. This access is essential for JDala to perform
bytecode instrumentation, intercept field and method ac-
cesses, and monitor runtime behaviour across a wide range
of classes. Without these flags, the agent would encounter
IllegalAccessException at runtime, or fail to apply
the necessary instrumentation to enforce capability semantics
reliably.

V. USAGE AND EVALUATION

A. Building and Using JDala

JDala can be obtained from GitHub by cloning https:
//github.com/jensdietrich/jdala/.

JDala requires two rounds of compiling, the first one to
build the agent, and the second to build the code that is used.
The first build creates the agent but skips the tests:
mvn clean package -DskipTests

6Object fields can neither be read nor mutated.
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The reason is that most tests need the agent to function.
Tests can be executed in a second build that uses the Java
agent created by the first build as value of the -javaagent
JVM argument.

B. Evaluation

The tool is designed to be a Technology Readiness Level
4 [31] and has not been fully evaluated against real world
data. Evaluation against relevant benchmarks, such as Jacon-
tebe [28] is future work. This would require the manual anno-
tation of benchmark code. There is however a comprehensive
test suite included in the project.

VI. CONCLUSION

We have presented JDala, a proof-of-concept implementa-
tion of the Dala capability model, built atop the Java program-
ming language. The implementation demonstrates that novel
programming language concepts can be retrofitted into exist-
ing mainstream languages, thereby promoting their broader
adoption. The JDala framework provides a platform for ex-
perimenting with capability-based security in the context of
real-world applications.
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